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Rising costs associated 
with all this inefficiency

Unable to tap into  
productivity gains with 

silo’d approach

Complexity of 
maintaining multiple 

systems

Overwhelmed by 
volume of data, 

systems, and apps

Challenges organizations face every day
Customers and the market are weighed down by complexity, lack of connectivity, and 
limited opportunities to collaborate and share.

Emergence of new 
threats beyond 

physical security

OVERVIEW



Trends that are shaping the market
Customers and the market are looking for greater connectivity, a better understanding 
for their environment, and opportunities to be more efficient. 

OVERVIEW

Search for productivity gains 
demands greater unification & 

visualization

IoT is a powerful driver for 
continued device 

connectivity

Beyond device connectivity, 
people need to connect, share, 

and collaborate

Regulation 
compliance is 
critical



How the energy and utilities industry is evolving

Demand for renewables drives new 
org structures impact security 
teams

Evolving regulations make it 
challenging to keep ahead

New threats are emerging-
cyber attacks are growing 
within the industry



Market Trends

Growing 
interconnectivity

Complicates access management 
leading to  increased security risk

Insider threats

74% of data breaches start with 
privileged credential abuse*

Strict regulations

Failure to comply and enforce 
policies can lead to hefty fines

Cloud adoption

Organization are increasingly 
moving their infrastructure to 
the cloud**

Sources: *forbes.com, **idg.com



*Source: IHSMarkit

Operational efficiencies

Better access management and 
provisioning

Evolving customer needs

Greater return on investment from 
security systems



Identity matters and so do all the attributes associated 
with an Identity.

****



The life cycle of an Identity

1.
Identity is 

created

2. 
Provision 

Access

3. 
Manage 

evolution 
of Identity

4. 
Terminate 

Access

Based on attributes, the 
identity’s access rights are 
provisioned and 
credentials are assigned 

Transfers and visits, status 
changes, promotions, and 
access requests lead to 
changes

New identity is created 
when an employee is 
hired, a visitor or 
contractor is invited

A simple status change 
revokes access and 
credentials ensuring 
compliance and security



Recurrent challenges

• Assigning and adjusting the right level of access 
to new and current employees

• Finding out who has the authority to approve 
access requests

• Managing temporary access to restricted areas

• Painful audit process

• Managing visitor access



What challenges can we solve with technology?

Threat level 
management

Camera integrity 
monitor

SCADA integration Mobile access 
control for 
mustering

Drone integration
High availability 

disaster recovery 
Multiple 

deployment optionsVisual reporting 
End-to-end data 

security and 
privacy 

Visual tracking



Are some substations 
secured with padlocks?



Upgrade from brass key to electrified key

Centuries old technology Modern technology

Lost key = rekeying the population Lost key = deactivating the credential 
in the ACS



How to improve safety and ensure compliance
Are the following balanced?

INPUTS YOU HAVE 

People

ProcessTechnology



NERC’s systems approach



Develop and 
implement a 
documented 

physical 
security plan

Initial risk 
assessment 

must verified 
by an 

unaffiliated 
third party

Sharing of 
assessment 
information 

between 
transmission 
owners and 
operators

Identify 
transmission 
stations with 

high risk

SOURCE

NERC-CIP014
NERC standard, CIP 014, provides guidance to utilities in addressing the protection of key physical assets: 
transmission stations, substations and control centers 

Evaluation of 
the potential 

threats & 
vulnerabilities 

to each 
transmission 

station

R1. R2. R3. R4. R5.

Third party 
assessment of 

plans for R4 
and R5

R6.

https://electricenergyonline.com/energy/magazine/813/article/Utility-Security-Understanding-NERC-CIP-014-Requirements-and-Their-Impact.htm


Compatible with regulatory frameworks
ADOPTING NERC’S SYSTEMS APPROACH 

Detect Respond

Take immediate 
measures to 

apprehend the 
intruder

6.
Assess

Evaluate the 
legitimacy of an 

intrusion incident 

4.

Detect 
unauthorized 

intrusions beyond 
the perimeter

1.
Deter

Induce intruders 
to abandon their 

intrusion

2.
Delay

Install security 
measures to 

delay intruder’s 
access

3.
Communicate

Communicate 
detected 

intrusions with 
workforce

5.



Emerging substation security threats

Vandalism

Copper theft

Safety problems

“A man died after being injured during a break-
in at an NB Power substation in Bathurst early 
Saturday morning.” Source CTV News

“Suicide attempt at substation 
triggered power outage in NV” 
Source Review Journal Suicides

Wildlife

“Copper thieves vandalized two of First Electric 
Cooperative’s substations resulting in power 
outages for more than 2,000 members” Source 
THV11

https://atlantic.ctvnews.ca/man-s-death-after-break-in-at-bathurst-substation-prompts-warning-about-copper-wire-theft-1.4378622?cache=yes%3FautoPlay%3Dtrue
https://www.reviewjournal.com/local/local-las-vegas/possible-suicide-attempt-at-substation-triggered-power-outage-police-say/
https://www.thv11.com/article/news/crime/copper-thieves-vandalize-two-first-electric-cooperatives-substations-in-saline-perry-counties/91-a77f08cf-2742-4f2e-8779-b43cd182586e


Detecting intruders with a variety of sensors

Perimeter #1

Detect RespondCommunicate

Perimeter #2
Perimeter #3

Deter Delay Assess

Thermal or video 
analytics



Built-in event to action mechanism

Detect RespondCommunicateDeter Delay Assess

Real-time events & alarms 
with associated video

Event Action



Delay access to substation with fence secured with 
access control both traditional and non-traditional ways.

Detect RespondCommunicateDeter Delay Assess



Access the incident

Detect RespondCommunicateDeter Delay Assess

3
0

0



Collaborate with your workforce

Detect RespondCommunicateDeter Delay Assess



Guide your operator’s 
response

Codify Standard Operating 
Procedures (SOPs)

Replaces the incident 
response guide

Ensures consistent incident 
management even when 
regulation evolves over 
time

Detect RespondCommunicateDeter Delay Assess



What are we looking for from Technology 
in terms of good Cyber Hygiene?



Cyber Security needs from Technology

Secure product coding 
and testing practices

Relying on
IT standards and 

cybersecurity best 
practices

Protecting 
everyone’s privacy

Education and 
trusted advisor



A multi-layered model

How is data protected or hidden 
from unauthorized users?

Who is allowed to access the 
system and how do they gain 

access?

Once users have access, 
what can users see and do?

EncryptionAuthentication Authorization



Establishing trust with authentication

Authentication:
• Claims-Based Authentication

• Authenticating the client/server communications

• Authenticating the edge devices

• Avoiding man-in-the-middle attacks with certificates

Process of determining whether an entity is who they claim to be.

Why using authentication?
Authentication is used to prevent unauthorized 
access by providing access only to known entities 
and for which we can verify their identity.

Entities can be users, servers and workstations 
and web sites.



Establishing trust with authorization

Authorization:
• User and user group management. Restricting an 

operators scope of activities. 
• Partitions. Determine what users can see. 
• Privileges. Determine what users can do.

The function of specifying access rights someone has over resources, data, 
applications

Why using authorization?
Authorization is needed to have control and 
flexibility over what users or entities can see and 
what users or entities can do once authenticated 
to the system.



Establishing trust with encryption

Encryption:
• Authenticated Encryption

• Encrypted video in-transit and at-rest

• Video blurring and masking

• Encrypted communications and DB

Encryption is the process of transforming information to make it 
unreadable for unauthorized users. 

Why using encryption?
Encryption ensure privacy and protection of your 
data, and secure intellectual property. 

Encryption doesn’t prevent people from accessing 
the data and doesn’t guarantee the authenticity of 
the message (who’s sending it).



How does your team benefit if we get the 
Technology right?



Who benefits



How you and your colleagues benefit
Persona Challenges/Needs How we address needs Differentiators
Safety Manager

Security Operations 
Supervisor 

• Mitigate safety incidents with 
preparedness and real-time insights 
during emergencies 

• Ensuring staff, contractors are 
working that is compliant with 
internal safety requirements

• Faster resolution of security 
incidents   

• Connectivity to other systems in 
other sites

• Reducing alarm noise

• Accurate accountability and 
muster reports during emergency 
evacuations 

• Codifying procedures in guiding 
response teams 

• Codifying procedures allowing for 
faster response to threats 

• Combining events and alarms into 
incidents, leads to fewer nuanced 
alarms 

• Security platform used for variety of safety use 
cases i.e. mustering, flare monitoring 

• Unified reporting to speed up compliance 

• One place for all security data that can help with 
incident management response time 



How you and your colleagues benefit
Persona Challenges/Needs How we address needs Differentiators
IT Manager

Operational Compliance 
Manager 

• Secure consumer and employee 
data to protect the brand

• Reduce overall exposure

• Define access policies

• Establish site-specific policies 

• Prepare for regulatory audits by 
having required data and materials 

• Continuous display of your 
system’s compliance to 
cybersecurity in real time

• Identity and access control 
management across facilities.

• Access Request management 
workflows respecting policies set 
in place 

• Reporting and supplying audit 
logs easily.

• Adopting the best practices in cybersecurity to 
secure your portfolio 

• Identity & access management is built into the 
portfolio 

• Unified Identity and Access Management portfolio 
eliminating data silos and centralizing access 
policies

• Unified DSOP across sites guiding responses based 
on individual incidents
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Thank you


