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Sector Dependences

WHAT ARE DEPENDENCIES?

Dependency. 

The one-directional 
reliance of an asset, 
system, network, or 
collection thereof—
within or across 
sectors—on an 
input, interaction, or 
other requirement from 
other sources in order 
to function properly. 

(Source: 2009 NIPP)

https://www.cisa.gov/what-are-dependencies
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Commercial and Government Facilities Sectors

Interagency Security Committee



NIPP and RMF



COMMERCIAL FACILITIES 
SECTOR SNAPSHOT



Implements NIST Framework

Framework Implementation 

• Step 1: Prioritize and Scope 

• Step 2: Orient

• Step 3: Create a Current Profile

• Step 4: Conduct a Risk Assessment

• Step 5: Create a Target Profile 

• Step 6: Determine, Analyze, and Prioritize Gaps

• Step 7: Implement Action Plan



Building Automation & Control Systems 
(BACS)

Report was Commissioned by:
ASIS Foundation Project No.: FDN-BMS-2017 
Supported by:
• ASIS Foundation 
• Security Industry Association 
• Building Owners and Managers Association 

The Edith Cowan University’s research 
team and Report authors comprised of: 
• David J Brooks, Principal Investigator 
• Michael Coole, Subject Matter Expert 
• Paul Haskell-Dowland, Subject Matter 

Expert 
• Melvyn Griffiths, Research Analyst 
• Nicola Lockhart, Research Analyst 

https://www.securityindustry.org/wp-content/uploads/2018/08/BACS-

Report_Final-Intelligent-Building-Management-Systems.pdf

Available From:

https://www.securityindustry.org/wp-content/uploads/2018/08/BACS-Report_Final-Intelligent-Building-Management-Systems.pdf
https://www.securityindustry.org/wp-content/uploads/2018/08/BACS-Report_Final-Intelligent-Building-Management-Systems.pdf


Building Automation & Control Systems 
(BACS)

Building Automation and Control Systems (BACS) have 
become embedded into the contemporary built environment 
and its facilities (BACS 2007 p i)

• The Security Problem

• Local and Remote Access

• Interconnectivity 

• Vulnerabilities 



Building Automation & Control Systems 
(BACS)

RECOMMENDATIONS 
The project identified a number of key recommendations: 
• Promote greater awareness of BACS and its threats and 
risks posed to the organization. However, such awareness 
has to be sound, easy to read and understandable to non-
technical people. 
• Improve cross-department liaison, using strategies 
such as a BACS working group chaired by facilities and with 
membership from security, cybersecurity and other 
relevant stakeholders. 
• Build partnership with BACS experts, namely 
Information Technology and cybersecurity professionals, 
and Integrators. These professionals may be in-house or 
“third party” contractors. 
• Provide a guideline that is simple to read and apply as an 
aid to security and facility professionals in the security of 
BACS, achieved via the publication of the proposed BACS 
Guideline. 



Facilities Standards for the Public Buildings 

The Facilities Standards 
for the Public Buildings 
Service PBS P100 (known 
as the P100) establishes 
design standards 
and 
criteria for new 
buildings, repairs and
alterations, and 
modernizations for the 
Public Buildings
Service (PBS) of the 
General Services 
Administration
(GSA) https://www.wbdg.org/FFC/GSA/P100_2018.pdf

https://www.wbdg.org/FFC/GSA/P100_2018.pdf


Interagency Security Committee

On October 19, 1995, six months after the Oklahoma City bombing 
of the Alfred P. Murrah Federal Building, President Clinton issued 
Executive Order 12977, creating the Interagency Security 
Committee (ISC) to address continuing government-wide security 
for federal facilities. Prior to 1995, minimum physical security 
standards did not exist for nonmilitary federally owned or leased 
facilities.

• To enhance the quality and effectiveness of physical security in, 
and the protection of buildings and nonmilitary Federal facilities 
in the United States.

http://www.dhs.gov/interagency-security-committee
http://www.dhs.gov/xlibrary/assets/isc-security-specialist-competencies-guideline-Final-1-3--2012.pdf


Government Accendibility Office (GAO)

DHS and GSA Should Address Cyber Risk to Building and Access 
Control Systems

Lack of a Strategy:
1. Defines the problem
2. Identifies Roles and Responsibilities
3. Analyzes resources needed
4. Identifies and methodology to assess risk

GAO-15-6 2014

https://www.gao.gov/
https://www.gao.gov/assets/gao-15-6.pdf


A Typical Building

Figure 2: Some Types 
of Building and Access 
Control Systems in a 
Federal Facility



Figure 3: Example 

of the Connectivity 

of a Heating, 

Ventilation, and Air-

Conditioning 

System via the 

Internet 





Computer Worm 

• A computer worm is a 
standalone malware 
computer program that 
replicates itself in order to 
spread to other 
computers

• Uses a computer network 
to spread itself, relying on 
security failures on the 
target computer to access 
it 



TARGET CYBER ATTACK

• Target Store's heating, ventilation, and 
air conditioning (HVAC) ICSs
• First stole the login credential of a third-party 

HVAC contractor. Phishing

• Next, the attackers uploaded malicious credit 
card-stealing software to cash registers 
throughout Target’s chain of stores

• They used a trojan tool known as Trojan. 
(POSRAM).

• COSTS
• Seventy million customers were affected

• Lawsuits is estimated at $309M

• Financial institutions incurred an additional 
$200M

Source: INL/CON-18-44411-Revision-2 2018 p 12

Objective: to steal credit 
card data from Target 
Stores



Short STUXNET Summary

Ralph Langner is a German 
control system security 
consultant. He has received 
worldwide recognition for his 
analysis of the Stuxnet malware.

As part of a global effort to decode the mysterious program, 

Langner and his team analyzed Stuxnet's data structures, and 

revealed what he believes to be its ultimate intent: the control 

system software known to run centrifuges in nuclear facilities --

specifically, facilities in Iran. Further analysis by Langner

uncovered what seem to be Stuxnet's shocking origins, which he 

revealed in his TED2011 talk. (PS: He was right.)

Stuxnet is a malicious computer worm first uncovered in 2010 

and thought to have been in development since at least 2005.

Stuxnet TED talk 10 years ago: What I got completely wrong (March 3, 2021)
https://youtu.be/JGtGpW2-MbU

http://www.ted.com/talks/ralph_langner_cracking_stuxnet_a_21st_century_cyberweapon.html
http://arstechnica.com/tech-policy/2012/06/confirmed-us-israel-created-stuxnet-lost-control-of-it/
https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Computer_worm
https://youtu.be/JGtGpW2-MbU


General guidance:

1. Increasing organizational vigilance

2. Preparing your organization for rapid response

3. Ensuring your network defenders implement cybersecurity 
best practices

4. Staying informed about current cybersecurity threats; and

5. Lowering the threshold for threat and information sharing

Access more resources at: cisa.gov/shields-up

http://cisa.gov/shields-up


The Cyber Security Evaluation Tool (CSET®)

The Cyber Security Evaluation Tool (CSET®) is a Department of 

Homeland Security (DHS) product that assists organizations in 

protecting their key national cyber assets. It was developed by 

cybersecurity experts under the direction of the DHS Industrial 

Control Systems Cyber Emergency Response Team (ICS-

CERT). The tool provides users with a systematic and repeatable 

approach to assessing the security posture of their cyber systems 

and networks. It includes both high-level and detailed questions 

related to all industrial control and IT systems.

https://ics-cert.us-cert.gov/Downloading-and-Installing-CSET


CYBER SECURITY EVALUATION TOOL (CSET®)

On June 30, 2021, CSET was updated to include a new module: Ransomware Readiness Assessment 
(RRA). The RRA is a self-assessment based on a tiered set of practices to help organizations better assess 
how well they are equipped to defend against and recover from a ransomware incident.

Cyber Security Evaluation Tool (CSET®) | CISA

Version 11.0 of CSET is a major update to CSET. It now runs on the .NET Core 5.0 Framework, with future 
versions to come out on OSX and Linux. The MSSQL version has been updated to the latest available and 
in desktop mode it runs independent of the browser or IIS Express. The 11.0 release of CSET includes CRR 
and updated CMMC 2.0.

Releases · cisagov/cset · GitHub

https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr
https://github.com/cisagov/cset/releases


RANSOMWARE 101

Ransomware is an ever-evolving form of malware designed to 
encrypt files on a device, rendering any files and the systems that 
rely on them unusable. 

Malicious actors then demand ransom in exchange for decryption. 
Ransomware actors often target and threaten to sell or leak 
exfiltrated data or authentication information if the ransom is not 
paid. 

In recent years, ransomware incidents have become increasingly 
prevalent among the Nation’s state, local, tribal, and territorial 
(SLTT) government entities and critical infrastructure organizations.

Ransomware 101 | CISA

https://www.cisa.gov/stopransomware/ransomware-101


CSET Introduction 12:15 1-10-22

https://youtu.be/TCiLJZdv1zA

CSET 11.0 Download Instructions

GitHub - cisagov/cset: Cybersecurity 

Evaluation Tool

Since 2014 DHS posted over 25 tutorials explaining 
the CSET Software.  The above tutorial is the only one 
introducing the 11th version.

https://youtu.be/TCiLJZdv1zA
https://github.com/cisagov/cset


CSET SUITE 

VERSION 11



General Approach



Abbreviated Approach



The NCUA’s ACET (Automated Cybersecurity Evaluation Toolbox)
Time 21:12 Oct 20, 2021
https://youtu.be/9CFf0Muqr6c

https://www.ncua.gov/files/publications/cybersecurity/acet-user-guide.pdf
https://www.ncua.gov/files/publications/cybersecurity/acet-quick-install-guide.pdf
https://youtu.be/9CFf0Muqr6c


CYBER RESILIENCE REVIEW (CRR)

https://www.cisa.gov/sites/default/files/publications/2_CRR%204.0_Self-Assessment_User_Guide_April_2020.pdf


External Dependency Management (EDM) Assessment 

https://www.cisa.gov/sites/default/files/publications/3_EDM_Assessment_Master_Guidance_v3_April_2020.pdf


I AM EXCITED NOW!!!!   QUESTIONS?
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