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Your computerized Operational 
Technology (OT) and Industrial 
Control Systems (ICS) are the 
brains of your operation, and 
amongst your most critical 
assets…

Why don’t we treat them that 
way from a maintenance 
perspective?
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The loss of your industrial 
control system, the ability to see 
and control your plant – is a 
serious event with significant, 
perhaps catastrophic 
consequences
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Maintenance concepts have changed over the years

Organizations are 
moving away from 
“Run to Failure” and 
towards proactive 
and predictive 
maintenance



5

Run to Failure – an expensive risk to take

Unplanned downtime

“Stressful and costly 
maintenance”

Not good at handling 
common mode 
failures
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Cybersecurity examples of “Run to Failure”
• Ransomware has become a significant and 

existential threat to companies & for the 
most part leverages well known 
vulnerabilities

• Legacy equipment – you really do still own 
controllers that the vendor hasn’t made for 
over 15 years and buy spare parts on Ebay
right?

• Does anyone check firewall rules ? Bueller? 

ALLOW ANY ANY UDP
ALLOW ANY ANY TCP

Waiting until ransomware 
knocks  production off line 
isn’t the best way to test 
your cybersecurity posture
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Preventative Maintenance = the compliance mindset

Scheduled, perhaps annual 
assessment of cybersecurity 
risk in the enterprise

Nessus scan, syslog review, 
clipboard and consultant 
report

Useful, but a point in time 
snapshot that doesn’t age well
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Proactive Maintenance = Real time cybersecurity

Maintenance teams use 
thermal imaging to see hot 
spots inside of equipment 
– in order to schedule 
maintenance prior to a 
failure

Wouldn’t it be nice to see 
inside of both your IT and 
OT devices?
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Inspect all of your devices in your OT environment

Active Query – safe and 
reliable OT communication 
using vendor protocols

Passive Analysis 
– inspect both IT 
and OT device 
traffic present on 
your operational 
networks

Thorough 
inspection of IT 
assets that live 
on the OT side 
of the firewall
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Data Mining à tune your alerts to what is relevant

Monitoring of your OT and 
ICS networks can provide 
a lot of useful data –
perhaps too much useful 
data

It is critically important to 
tune these alerts for your 
environment – in order to 
be able to predictively 
respond to events that are 
important to you
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Change Control à track configuration and logic changes

How many times have 
logic changes been 
erroneously modified 
causing downtime?

Monitor for these 
changes – similar to 
monitoring a machine 
for vibration due to 
using the wrong 
lubricant
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Summary…
Move away from a “run to 
failure” mindset in 
cybersecurity

Proactively monitor your 
environment and respond to 
changes and events 
involving your ICS and OT 
assets

Over time, this approach will 
save money


