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Threat Landscape
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December 2020 Nashville Vehicle Borne Improvised Explosive 
Device (VBIED) Attack
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The 2020 Nashville bombing was the highest profile VBIED attack in the Homeland since Oklahoma City. The incident 
highlights how cascading impacts of an attack like this can have far-reaching consequences. In this case, it highlighted 
additional vulnerabilities in the Communications Sector infrastructure. 

• BLUF: A VBIED attack early Christmas morning in Nashville killed only 
the bomber, thanks to quick action by local police. The bomber’s intent 
seems to have been to cause destruction rather than mass casualties.

• Impact: The damage to the data center caused significant 
telecommunications disruptions throughout the broader region.

• It affected customers in Alabama, Tennessee, and Kentucky, including 
numerous 9-1-1 dispatch centers and the Nashville International Airport. 
Because of these disruptions, the FAA temporarily halted outgoing flights 
through the early evening of 25 December.

• The incident affected several critical infrastructure sectors.
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Recent Events
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• There are a total of 101 HBCUs.

• Of the 101 HBCUs, more than 30 have received 
bomb threats.

• In January and February 2022, a total of 67 bomb 
threats were reported against HBCUs 
nationwide.

• Bomb threats have major effects on communities.

2022 has seen a wave of bomb threats targeting Historically Black Colleges and Universities (HBCUs).
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Identifying and Responding to Potential 
Improvised Explosive Devices (IEDs)
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Identifying Improvised Explosive Devices
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An IED is “Any device placed or fabricated in an 
improvised manner incorporating destructive, lethal, 
noxious, pyrotechnic, or incendiary chemicals and 
designed to destroy, incapacitate, harass, or distract.”

Use the acronym SIMP-CE to help remember the 
components of an IED:

What is an IED? Identifying the components of an IED
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Assess & Respond to a Bomb Threat
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Determine whether the threat represents a Low, Medium, or High Risk, based on the Realism, Plausibility, Directness, 
and Immediacy/Eminence of the threat. Different threat levels correspond to different courses of action.

Site Decision Maker or appropriate on-site supervisor ultimately determines what action to take, regardless of the assessment

Assess & Discount

High Risk: Specific and Realistic
Threat is direct, specific, and realistic; may 

include names, times or locations
Threat poses an immediate and serious 

danger to the safety of others
Assess & Evacuate (Partial or Full)

Low Risk: Lacks Realism
Threat is vague, indirect, and poses 

minimum risk to public safety
Probable motive is to cause 

disruption
Assess & Lockdown (Partial or Full)

Medium Risk: Increased Realism
Threat could feasibly be carried out, but may 

not appear entirely realistic
Threat indicated a place, time, and possible 

steps taken toward an attack
Assess, Lockdown, & Search (Partial or Full)

8
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Locating a Suspicious Item
Criminals or terrorists sometimes conceal IEDs in backpacks, suitcases, or common items. To determine if an item is 
suspicious or unattended, ask “Is the item HOT?”

• Require a bomb technician for further evaluation
• Examples:

• Unexplainable wires or electronics 
• Visible bomb-like components
• Unusual sounds, vapors, mists, or odors

9
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Best Practices with Suspicious Packages
When encountering a suspicious item, remember to R.A.I.N:

10
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CISA Bomb Threat Products
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Programs and Resources
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CISA Resources
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• “What to Do: Bomb Threat Resources” webpage provides a one stop shop for bomb threat guidance and resources. 

• DHS-DOJ Bomb Threat Guidance provides decision-makers with guidelines to react to a bomb threat.

• A wide variety of free online trainings that include: 

• “What to Do” Bomb Threat Micro Training Series of free short videos that provide tips on reacting to bomb threats.

• “Bomb Threat Preparedness and Response” course is an online independent study utilizing case histories from actual 
bombings to familiarize participants with the steps necessary to prepare for and respond to a bomb threat.

• “Introduction to Bomb Threat Management” virtual instruction course is a customizable platform that provides bomb threat 
management training tailored to the needs of HBCUs, FBOs and others.

• A number of useful products to deal with bomb threats, such as Bomb Threat Procedures & Checklist, DHS-DOJ Bomb Threat 
Stand-Off Card, and Suspicious or Unattended Items.

• CISA Tabletop Exercise Package (CTEP) and Bomb Threat Plan template for Universities provide valuable planning tools for 
preparing for and dealing with bomb threats.

CISA offers a variety of free online trainings, instructional videos, written guides, and other resources to help prepare 
and mitigate bombing incidents for HBCUs and others. 

https://www.cisa.gov/what-to-do-bomb-threat
https://www.cisa.gov/sites/default/files/publications/Bomb-Threat-Guidance-Quad-Fold.pdf
https://cdp.dhs.gov/obp
https://www.cisa.gov/sites/default/files/publications/Bomb-Threat-Procedure-Checklist.pdf
https://tripwire.dhs.gov/training/264351
https://www.cisa.gov/sites/default/files/publications/Unattended-vs-Suspicious-Postcard.pdf
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C-IED Training Courses
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OBP offers training to build C-IED capabilities through a variety of modalities to meet different stakeholders’ needs.

•Bombing Prevention Awareness
•Bomb Threat Management Planning
•IED Search Procedures
•Protective Measures
•Surveillance Detection
•Vehicle-Borne Improvised Explosive 

Device Detection
•BMAP Community Liaisons

•IED Construction and Classification 
•IED Explosive Effects Mitigation
•Introduction to the Terrorist Attack 

Cycle
•Homemade Explosives (HME) and 

Precursor Awareness
•Protective Measures Awareness
•Response to Suspicious Behaviors and 

Items

•IED Awareness and Safety Procedures 
•Homemade Explosives and Precursor 

Chemicals Awareness for Public Safety
•Bomb Threat Preparedness and 

Response 
•Bomb-Making Materials Awareness: 

Your Role
•Bomb-Making Materials Awareness 

Employee Training

Virtual InstructorIn-Person Self-paced ISTs
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Awareness Products
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C-IED Awareness Products
OBP offers a wide range of resources to share information and enhance C-IED preparedness such as job aids, checklists, 
posters, cards, guidance and videos. 

Job Aids and Checklists Bombing Prevention 
Guides

Provide a source of counter-
IED and risk management 
information and guidelines to 
help prevent, protect against, 
respond to, and mitigate 
explosive threats and bombing 
incidents in an orderly and
controlled manner.

Informative quick-reference 
tools to support decision 
making in responding to 
bomb threats, suspicious 
activity/items, and 
terrorist/criminal threats. 

16

Videos
Instructional videos communicate 
IED threats, explain counter-IED 
concepts, and demonstrate 
bombing prevention procedures 
by showing audiences how to 
react to a bombing attack and 
deal with a variety of explosive 
threats.

Awareness Posters and 
Cards

A variety of handy quick-
reference cards and informative 
posters that prominently 
present key bombing 
prevention information in an 
easy-to-understand format. 
These cards and posters cover 
many counter-IED topics.

16
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OBP’s Capability Building Framework
The Security and Resiliency Guide for Countering IEDs (SRG C-IED) serves as a foundational resource through which 
OBP assists stakeholders to build C-IED capabilities.

The SRG C-IED provides stakeholders with access to: 

An overview of IED threats and consequences

C-IED concepts and a set of common C-IED goals

Links to Federal Government C-IED tools and resources

Annexes for high-risk sports venues, public assembly 
venues, outdoor events, healthcare facilities and lodging 
facilities.

For more information, please visit 
https://www.cisa.gov/publication/security-
and-resiliency-guide-and-annexes

https://www.cisa.gov/publication/security-and-resiliency-guide-and-annexes
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For more information:
www.cisa.gov/obp

Questions?
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obp@cisa.dhs.gov
douglas.delancey@cisa.dhs.gov
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